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Abstract

A Mobile Ad hoc Network (MANET) is a network of wireless mobile devices
deployed without the aid of any pre-existing infrastructure or centralized
administration. This technology is studied with a number of serious challenges
that need to be well catered before its successful deployment. These challenges
include security issues, such as key management, secure routing, node
authentication, data privacy and communication reliability. An appreciable
number of routing protocols used in a typical MANET have left the critical aspect
of security out of consideration by assuming that all of its constituent nodes are
trustworthy and non-malicious.

In our research, we will study the new algorithms for public key cryptography
and focus on lattice based cryptography especially NTRU (N"-TRUncated ring
polynomial)and compare it with other traditional cryptography algorithms (RSA
& ECC) to see that NTRU is the best nowadays and use it in MANET routing
protocols. Then, we remind some of the major threats that MANETs are
vulnerable to, because of these inherently insecure protocols. The focus is
specifically on on-demand routing protocols. Further, we propose a solution to
increase security for these protocols through authenticating nodes without the
need of a trusted third party (TTP). This solution depends on a public key
infrastructure (PKI) based on NTRU.

Generally, public key infrastructures are assumed to be unavailable in MANETs
due to its non-centralized administration. So we propose a distributed
nonhierarchical PKI model based on NTRU algorithm to overcome these
challenges. The key element of our approach is to use Lattice based cryptography,
specifically NTRU, and a distributed PKI model. We show that the proposed
scheme is resistant to a wide range of security attacks and can scale easily to
large-size networks.
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V IS5l plisialy M el e o)
M il M e Fsd) (s B saiall O o5 1 Wrequest (B,A,v,M) -
v JSEel alisral il b el 3 ded) ade s dals A izl OF jLasl,
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.RCV JLazw¥ls (SND Jlu DU sl wNe=2e O

role source_node (
A,B,C, X : agent,
Ka, Kb, Kc, Kx : public_key,
RCV, SND : channel(dy))
played by A def=

local
RDP, REP : protocol id,
State : nat,%{not assigned}
NA : text %identifier
const

a b IPa, a b IPx, a a Na : protocol id
init State := 0

transition
stepl.
State = 0 /\ RCV(start) %state=0 and starting command
:|>
State’ := 4 /\ Na’ := new() % updated values needs ¢
/\ SND({RDP.X.Na’ } inv(Ka))
/\ witness(A,B,a b IPx,X) /\ witness(A,B,a_a Na,Na’ )
step2.
State =4 /\ RCV({{REP.A” .Na’ } inv(Kx)} inv(Kb))
:|>
State’ := 8 /\ wrequest(A,B,a b IPa,A’ )
/\ wrequest(A,B,a a Na,Na’ )
end role

sl i 50 (14) J<

Al ) AU e sk L (state = 0) 204z Y) AU 3 RDP dla, Jloyl A L b sl Tus
REP ok s

502l Olsie (552 RDP Jlw)ly A psiiy (bt 2o N, el aglan V) b o JUasY) e
(XN, astal e Taals Ll 055y K, Al plisaal N, ool 1305 X Sl
Mgt et (T e (B 3yl il
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By Jla )l dslely clelde a3l am RDP Loy Gy 33le) 0 L8 e dap ) diall oo
(il ol Ll e 3 8la 336 5Ll 0555 L) Ol Lyl L Leds @sLall day Liaf REP
Clas Y Ao 3 T0ad o) i) e ol d LS S (2 Y dapn ) did) s of
A sl 55 e il on Ledy (A M) sld Gl )l Al » Ladol L request phase
sially o) B endgdl e GhS G Y V) i) p B L (Bl
iy e o) Aaall 25z reply phase s A 3 Ly L sl sl sy (50l
L seedl) d =Yy dagll
D15 el (JUWSTHLPSL 4l s Jic
g oy 131 (N, ,A) &5l e B8 S15 (3 alerwgll sudall Cmiw (RDP &l pliwl dis
Al B aaL) st ad ¥ e WAl ) fagsd cadlan by Tl 50 05 Ll O 5
A SULN o e (N A) Leke o &) 83U sy ooy (Al s
s Tals 055y (gnds Lo day RDP Al ) Jlof 8l 1) JUsWU B pgis bl adlaly
sl e LoV by 3l iy (€ 5pld sl ) 2l b (XN, ) sl
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BLaLy X adsdl o 3] da (A L) Olod) Alay s B OB (REP 5 Jluy| I 3 U
e C sl e las W Ll sy oA L) al i (AN, ) astald Taals 055 WS nd s
st el

role intermediate nodel (
A,B,C, X : agent,

Memory : (text. text.agent) set,
Ka, Kb, Kc, Kx : public_key,
RCV, SND : channel (dy))
played by B def=

local

RDP, REP : protocol id,
State : nat,

Na: text

const

a b TPa, a b IPx, a a Na : protocol id

init State := 1

transition

stepl.

State = 1 /\ RCV({RDP.X’ .Na’ } inv(Ka)) /\ not(in(RDP.Na'.X', Memory))
:|>

State’ := 5 /\ SND({{RDP.X’ .Na’ } inv(Ka)} inv(Kb).

/\ wrequest(B,A,a_b_IPx,X’ ) /\ wrequest(B,A,a a Na,Na’ )

/\ witness(B,C,a_b IPx,X’ ) /\ witness(B,C,a a Na,Na’ )

step2.

State = 5 /\ RCV({{REP.A’ .Na’ } inv(Kx)} inv(Kc) /\ not(in(RDP.Na’.X', Memory))
:|>

State’ := 9 /\ SND({{REP.A” .Na’ } inv(Kx)} inv(Kb).

/\ wrequest(B,C,a_b IPa,A’ ) /\ wrequest(B,C,a a Na,Na’ )

/\ witness(B,A,a_ b IPa,A’ ) /\ witness(B,A,a a Na,Na’ )

end role

5 slaall Aapes gl) Ba8al) 53 (15) J<)

91




el il

sl e 3l OF gag Ja ey 33 2t (ol gl 1) Bl gl dial) e =Y UL 3
116~ K2 (JUISTHLPSL a3y oSSy .30l dially Lo oll 0580

role intermediate node2(

AB,C, X : agent,

Memory : (text.text.agent) set,

Ka, Kb, Kc, Kx : public_key,

RCV, SND : channel (dy))

played by C def=

local

RDP, REP : protocol id,

State : nat,

Na : text

const

a b TPa, a b IPx, a a Na : protocol id

init State := 2

transition

stepl.

State = 2 /\ RCV({{RDP.X’ .Na’ } inv(Ka)} inv(Kb) /\ not(in(RDP.Na'.X’, Memory))
:|>

State’ :=6 /\ SND({{RDP.X’ .Na’ } _inv(Ka)} inv(Kc). % two verification processes
/\ wrequest(C,B,a b IPx,X’ ) /\ wrequest(C,B,a_a Na,Na’ )

/\ witness(C,X,a b IPx,X’ ) /\ witness(C,X,a _a Na,Na’ )

step2.

State = 6 /\ RCV({REP.A’ .Na’ } inv(Kx)) /\ not(in(RDP.Na’.X’, Memory))
=|>

State” := 10 /\ SND({{REP.A” .Na’ } inv(Kx)} inv(Kc).

/\ wrequest(C,X,a b IPa,A’ ) /\ wrequest(C,X,a a Na,Na’ )

/\ witness(C,B,a b IPa,A’ ) /\ witness(C,B,a_a Na,Na’ )

end role

sl Aoy oll 328l 50 (16) Ji)
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: destination role g4ty &I ot .6.2.3
Jeas of L 0Ll Ll Ly RDP &ley e 30l o8 8y Gogd (Rgomsll) Ul 3iall oo
1-17- el HLPSL aal s xSy Lkl inll e of (3800 Ll 0 alle

role destination node (

A,B,C X : agent,

Memory : (text.text.agent) set,

Ka, Kb, Kc, Kx : public key,

RCV, SND : channel (dy))

played by X def=

local

RDP, REP : protocol id,

State : nat,

Na : text

const

a b IPa, a b IPx, a a Na : protocol id

init State := 3

transition

stepl.

State = 3 /\ RCV({{RDP.X’ .Na’ } inv(Ka)} inv(Kc) /\ not(in(RDP.Na’.A’, Memory))
:|>

State’ := 7 /\ SND({REP.A” .Na’ } inv(Kx)

/\ wrequest(X,C,a b _IPx,X’ ) /\ wrequest(X,C,a a Na,Na’ )
/\ witness(X,C,a b _IPa,A’ ) /\ witness(X,C,a_a_Na,Na’ )
end role

oagll sdie 53 (17) IS4l
Al cdse 8 AL OF o Gl 3y 28 Cub 5l O o)l dial Al 3 LS,
Ny o) o3yl U 5l Olgie aiaanll 30l 8l s @ (N A) &30 IS e Y
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Lo (sl alad) e Al o e Tyl Wl LSy Sl a Gaosn o) 1 2oy
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18- Sl (Julls

role session(

A,B,C, X : agent,

Ka, Kb, Kc, Kx : public_key)

def=

local

Meml, Mem2, Mem3 : (text.text.agent) set,

RCV1, SND1, RCV2, SND2, RCV3, SND3, RCV4, SND4 : channel (dy)
Init Meml:= {} /\ Mem2:= {} /\ Mem3:= {}

composition

source_node (A, B, C, X, Ka, Kb, Kc, Kx, RCV1, SND1)

/\ intermediate nodel (A, B, C, X, Meml, Ka, Kb, Kc, Kx, RCV2, SND2)
/\ intermediate node2 (A, B, C, X, Mem2, Ka, Kb, Kc, Kx, RCV3, SND3)
/\ destination node (A, B, C, X, Mem3, Ka, Kb, Kc, Kx, RCV4, SND4)
end role

sl 0 (18) Sl

:environment role " " yo5  .6.2.5
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role environment ()

def=

const

a b IPa, a b IPx, a a Na : protocol id,
a,b,c,x : agent,

ka, kb, ke, kt, kx : public_key

intruder knowledge ={a,b, c, x, ka, kb, ke, kx}
composition
session(a, b, ¢, x, ka, kb, ke, kx)

/\ session(a, i, c, x, ka, kb, kc, kx)

end role
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SAFE
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TYPED_MODEL

PROTOCOL
/home/span/span/testsuite/results/proposed. if

GOAL
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BACKEND
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% OFMC
% Version of 2006/02/13

ATTACK FOUND
PROTOCOL
/home/span/span/testsuite/results/test. if
GOAL
as_specified
BACKEND
OFMC
COMMENTS
STATISTICS
parseTime: 0.00s
searchTime: 0. 06s
visitedNodes: 2 nodes
depth: 1 plies
ATTACK_TRACE
i —> (a,8): start
(a,8) —> i: {dummy pid.x.Na(l)} inv(ka). {a. ka. dummy nonce. dummy nonce} inv (kt)
i—> (b,3): {dummy pid.x.Na(1)} inv(ka). {a.ka. dummy nonce. dummy nonce} inv(kt)
(b,3) —> i:
{dummy pid.x.Na(1)} inv(ka)} inv(kb). {a. ka. dummy nonce. dummy nonce} inv(kt). {b. kb. dummy nonce.
dummy nonce} inv(kt)
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