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Abstract

Every company needs a reliable system which is able to manage its data and secure it, and allows
its users the accessibility to the resources they are authorized to access. Role Based Access
Control system (RBAC) and Attributes Based Access Control system (ABAC) are the most

famous access control systems, each of them has some advantages and disadvantages.

Choosing the right model for a company depends on its hierarchy and the policy used in

accessing its resources, a single model can’t be adapted in every company.

The main idea of this work is to develop a new model that depends on both RBAC and ABAC
models so we can benefit from both systems advantages. We propose a hybrid access control
model (AARBAC) which is a new access control model that uses the RBAC model and extends
it with the ABAC model. The proposed solution is based on the roles and hierarchy applied on
roles provided by RBAC model and extends it by adding attributes to the roles in order to benefit
from the advantages of both models and solve the problem of accesing the resources safely in

companies where a single model can’t work properly.

The companies that have a huge amount of data need a bank of information that provides the
security to the data, this bank should be small because it exists in a hierarchical company and not

directed to the public.
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Direct User Grants
Case #1: 5 users x 5 tables = 25 grants
Case #2: 100 users x 100 tables = 10,000 grants
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