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Abstract

Unmanned Aerial Vehicle Ad hoc Network (UAANET) is a special type
of Mobile Ad hoc Network (MANET), with some special specifications
such as high speed, mobility model, etc. which leads to performance-less

of the routing protocol.

UAANET can be considered as a decentralized network without
infrastructure, so the three basic security parameters should be
guaranteed (Confidentiality, Integrity and Availability). Also, it is very
important to protect all data transferred from attacks from outsider or

nodes in the network.

Several security solutions for wireless networks in general have been
introduced, and later adapted to work with MANET networks. These
solutions can also be extended to include UAANET network
applications, which leads to our thesis where we propose a reliable and

secure communications architecture for UAANET .

In this research, we study the unmanned aerial vehicle networks and their
characteristics in order to discover the advantages and disadvantages, and
try to mitigate as much as possible the existing weaknesses points. We
study and evaluate the performance of the existing routing protocols to

help determine the most appropriate protocol for data transfer in

UAANET:.

This study will lead us to the second step, which is to propose a new
secure, efficient and reliable routing protocol SQ_AODV (Secure QoS
Ad hoc On Demand Distance Vector routing Protocol). This protocol

ensures that messages are fully authenticated and encrypted using NTR U
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(N-th degree of truncated Polynomial Ring) algorithm, and uses Quality
of Service (QoS} parameters to get the best performance and reliability
within the UAANET network. We verify that this protocol is very

effective against most security attacks.

In the next step, we will design another routing protocol TQAODV
(Trusted Quality AODV) that does not use cryptographic algorithms, in
order to reach a secure and trust solution within UAANET networks.
This solution is based on the adoption of the idea of trust between nodes,
which makes it less consuming on nodes resources and increase the

network lifetime.

To evaluate these two solutions we use simulations and proved that
SQ_AODV is secure and immune against attacks. We also used
simulations to evaluate the overall performance of the two solutions. The
proposed protocols have improved the overall network performance
with security integrity and trust additions, without big resources

consuming,.
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AODV

CA

DoS attack

DSDV

DSR

GPS

HMAC

IDS

Ad hoc On Demand Distance

Vector routing Protocol

Authentication
Availability

Central

Certificate authority

Competence

Confidentiality

Cryptography
Delay
Denial Of Service attack

Destination Sequence
Distance Vector

Distributed
Dynamic Source Routing

Fuzzy
Global Positioning System

Hash-based Message
Authentication Code

Hierarchical
Integrity
Intrusion Detection System
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MAC

MD5
MANET

NTRU

OLSR

OPNET

PKI

QoS

RERR
RREP
RREQ
SAODV

SQ_AODV

lightweight

Link quality
Markov chain
Message Authentication Code

Message Digest 5
Mobile Ad hoc Network

Non repudiation

N-th degree of truncated
Polynomial Ring

Optimized Link State Routing
Optimized Network
Engineering Tools

overhead
Packet delivery ratio

privacy
Public Key Infrastructure

Quiality of Service
Remaining energy

Route Error
Route Reply
Route Request

Secure Adhoc On demand
Distance Vector

Secure QoS AODV

Security
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TQAODV

UAANET

VANET

Signal strength

Social trust

Static

Swarm

throughput

topology

Trust

Trusted Quality AODV

trustee
Trustor

Unmanned Aerial Vehicle Ad
hoc Network

Vehicular Ad hoc Network
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